FOUR STEP
DATA BREACH PLAN
1. CONTAIN
When faced with a breach, take immediate steps to control any further
damage or loss of information. Tip: Having a response plan in place will
greatly reduce the time it takes to contain the security situation.

CONTAIN

2. ASSESS
You have 30 days to determine if a breach will cause serious harm to
any individuals with compromised information. We recommend having
an assessment process ready to decide whether to take remedial action
and reduce harm or recover information then move to Review, or if you
need to Notify.
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3. NOTIFY
If the harm is serious then you must notify the Privacy Commissioner
and affected individuals. This includes filling in a form, creating a
statement about the data breach and recommending what steps the
affected individual should take in response to the breach. Fact: 60% of
Australian businesses experienced a cyber-attack in the last year*.

4. REVIEW
Keep records of the incident and take action to prevent future breaches
including developing prevention plans, conducting audits, and training.
At this point, if you have notified, then determine whether further
notifications (ASIC, ATO) need to happen. Tip: Document everything.

*https://www.arnnet.com.au/article/616804/cybercrime-australia-doubled-2016/
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CONSULTING PACKAGES
TO SAFEGUARD YOUR BUSINESS
We’ve tailored three packages around the new government legislation to help you stay cyber
resilient and be better prepared in the event of a breach.

STANDARD CONSULTING
SOLUTION

PREMIUM CONSULTING
SOLUTION

Having a response plan in place will
greatly reduce the amount of time it
takes to contain a security situation
and prevent further loss and financial
or reputational damage. Kiandra’s
Standard Solution includes a
two-hour, on-site information session
and Incident Response Plan Template
to launch your own security process.

To ensure your security process is
ironclad, we’ve designed a two-day,
on-site workshop and training program
to produce your Incident Response
Plan. On day one, we’ll assess what
security controls you have, what needs
to be implemented to best mitigate and
reduce the effects of a data breach and
assist in generating a plan. The second
day we will review your security plans
and policies to provide guidance for
best practice.

$1,760* (one-off payment)

$4,380* (one-off payment)
*Excludes GST

To learn more about our new packages, speak to our team on
03 9691 0500 or reach out to your Kiandra Account Manager.

COMPLETE UNIFIED SECURITY
MANAGEMENT (USM)
SOLUTION
If you’re keen to bulletproof your
systems, this comprehensive offering
includes everything from our Premium
Solution plus exclusive access to one of
the world’s best security tools. Our
partnership with AlienVault gives you
the very best threat detection and
response with the platform – Unified
Security Management® (USM) –
combining key security capabilities with
expert threat intelligence that’s updated
every 30 minutes with data from the
Open Threat Exchange® (OTX™). This
ongoing program means you will also
receive two hours per week monitoring
and management and comprehensive
remediation instructions each month.

$5,660* (monthly payment)

